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AMENDED WITNESS STATEMENT OF GCHQ WITNESS

I GCHQ WITNESS, Deputy Director in the Government Commurications
Hexdquarters (GCHQ), Hubble Road, Cheltenham, Gloucestershire, GL31 0EX, WILL
SAY as follows:

1} Tam Deputy Director Mission Policy at GCHQ. In that role, I am responsible
for drawing up the operatioral pelicies that underpin GCHQ's intelligence
gathering activities and {or ensuring that they ere complied with, | have been in
this role since 5 January 2015, having previously served as Deputy to my
predecessor. 1 have worked for GCHQ in a variety of roles since 1997,

2) | am authorised to make this wimess statement on behalf of GCHQ, The
contents of this statement are within my own knowledge and are true to the
best of my knowledge and belief. Where matters zre not wilthin my own
knowledge they are based upon documentation made available to me and from
discussions with others within GCHQ.

L
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3)  On15 June 2017 the Tribunal directed the Respondents to serve any OFEN, and
it appropriate, CLOSED evidence in relation to BPD/BCD sharing with, and fer
transfer to, mdustry partners by 4.30pm on Wednesday 21 June 2017 This
slatement is served in compliance with that directon

4} This statement addresses the period from 2010 onwards.

3) There is a CLOSED annex to this statement that containg evidence relating to
these matters that cannot be disclesed cpenly without causing damage to
natoral secunty

Existing evidence on GCHQ sharing of BPD/BCD with industry partners

6) At paragraphs 12-14 of my Amended Statement dated 6 March 2017, 1 provided
the fellowing information about GCHO sharing of BPD/BCD with industry
partners; .

“12.  BCD/BPD may be shared with industry partners where necessary for

14

the purposes of developing and testing GCHQ's operational systems.
Indusiry partriers are required to specify the controls that they intend
to apply in relation lo relention, use, examination and destracton,
These controls are subject to approval before sharing, The approval
process is set out in o request form attoched as Exhibit ‘GCHQY. It
should be noted that this form is also used to seek approval for the
sharing of certain non BPD/ BCD data in specific drcumstances.

GCHOQ may share operaticnal data (which might in principle include
BPD/BCD) with industry partners for the purpose of developing and
testmg new systems.  Actual operational data would enly be shared for
such purposes if it were not possible to use standardised corpuses of
men-operational data  Any sharing would be of the minimum velume
of data necessary to develop or test the system. In all cases the data
would be the least intrusive data that can serve the purpose. For this
reason any data known or believed to contain confidential information
would not be used; similar data that does not contain such material
would be used instead. Wherever possible data shared with industry
partners wall be held on GCHQ premises, where most systems
development takes place, failing that the data must be held on secure
and accredited corporate premises in the UK.

All sharing of data with industry is recorded on a Raw Data Release
Request form (exhibited at GCHQ3) which must be completed by a
member of GCHQ who is sponsonng the activities of the industry
partner.  This form (which is used for certain other forms of data
sharing which do not involve BPD or BCD) requires the sponsor to
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describe the purpose of the sharing and the details of the data they
wish to release, U the data is o leave GCHQ premises they must
specify where it is to go, and how it will be transferred. The form
requires the sponsor to detail the name, organisabion and job title of the
individual who will take responsibility for the data on receipt how
many pecple at the recipient organisation will have access, for how
long the data will be retained and what will be done with it once the
project is completed. These requests are assessed within the Mission
Policy team and may be escalated up to the Deputy Director Mission
Policy where approprizte  Mission Policy will assess cach proposal to
ensure that the sharing is both necessary and proportionate, and may
require modificaion of the request if there are concerns about
proportonality.”

7) Further information about GCHQY's sharing of BPD/ BCD with industry partners
was set out in the Respondents’ Re-Re-Amended Open Response to the
Claimant’s Request for Further Information dated 17 February 2017

8) The purpose of this statement is to clarify and to expand upon this previous
evidence concerning GCHQ sharing of BPD/BCD with Industry partners.

Ohverview

%) GCHOQ has contracts with a range of industry partners. These partnerships
provide GCHQ with the technical capability that it needs ‘o continue to deliver
its mission at a Ume of rapid technological change. The approach GCHQ has
adopted Is to seek to use industry partners to deliver support services, allowing
GCEQ to devote the efforts of its own technical stafl to solving mission-based
problems. In practioe this means that industry partners deliver capabilities such
as fadlides and estales management, corporate services, data centre
management, wide arca networking and desktop provision, where GCHQ's
requirements ternd to mirror those of similarly-sized commerdal organisations
in the information sector, GCHQ also works wilh industry partners in the
development of data storage and processing services, and the integration of
commercially delivered services with other GCHQ - developed or commerdally
procured services, and the design, development, integration and supporct of
operational systemms, applications and infrasteucture. OCHOQ also lels contracts
for rescarch into emerging technolegics, data scence and similar fields of
interest to the Department GCHQ does nol use contractors to conduct
operational intelligence analysis.

10) These contracts cover the work of several thousand individuals. All those
inveolved with operational systems are fully vetted. The great majority do their
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work at GUHQ sites where they work under exactly the same conditions as
GCHOQ staff and use the same GCHOQ infrastructure. They have the same
training requirements for access to GCHO systems as GCHO staff in the game
area and are subject to the same level of audit.

11} While, 23 noted above, GCHOQ doss not use contractors for operational
intelligence analysis, it is necessary for some contractors to have access to
operational data for the purposes of systems and applications development.
This acvess may be on GCHQ operational systems, or through the provision of
sample data for use within a new application while it is being developed. In all
cases the data involved will be no mere than is necessary for the purpese for
which i {5 to be used

12) The circumstznces in which and the means by which industry partners access
GCHQ data may be divided into three categories. First, industry partners aceess
GCHQ data whilst vdng CCHQ equipment on GCHQ premises - ie. in the
same way that GCHQ staif access such data. Second, industry partners can be
given remote access o GCHQ networks from their own premises. Third, dat
can be transferred o industry partners’ premises for them to use at those
premises.  Each category is addressed below,

Definition of ‘BI'D"

13) There is a preliminary point that concerns the meaning of the term BPD in this
hitipation.

4)In a letter to GLD dated 15 June 2017, Bhait Murphy cited the definition of a
bulk person dataset that appears in the 1SC {Additional Review Functions) (Bulk
Personal Datasets) Direction 2015, which is as follows:

“eny colizchion of date witich . . ccmprises personal data as defined by section (1) of
the Data Profection Act 1993 ... relates to 2 wide range of wdrviduels, the majonity of
whom are unithely fo be of infelligence wnterest [and] & held, or sequired for the
purposes of kolding, on one or mere avalyfical systems mfun the Security and
Intelligence Agencies™
Bhatt Murphy then asked for confirmation that “a dufuse! of raw sigind data is a
BPD within the meaning of the 2015 direction”™. A sccond question might be
whether such a dataset is within the meaning of the lerm BPD as it has been
understood throughout this litigation.

15) To address the first question, although a dataset of raw sigint data might as a
matter of language meet the criteria of a BPD set eut in the 2015 Direction, it is
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clear from the context and purpose of the 2015 Dwection that it was never
intended o coves such datasels, and nor have such datasels cver been
understood to be within its termmas,

16} The 2015 Direction was issued following the avowal, through the publication of
the Intelligence and Security Comumittee’s Murch 2015 Report, that the Agencies
scquired 'lorge dalsboses amiaining personal mformation sbeut a wide range of
people”. The Committee distinguished Bulk Personal Datasets from intelligence
obtained 'through copebilities such as infercepfion® (§151). They noted that
oversight of Bulk Personal Datasets was the responsibzlity of the Intelligence
Services Commissioner, but that it was conducted on a non-statutory basis. This
is in comtrast to the oversight of interception by the Interception of
Communications Commissioner, They secommended that the Commissioner's
role be put en a statutory footing. This was achieved through the 2015 Direction.
It was not intended that saw intercept data would be subjoct to oversight by
both the Interception of Communications Commissioner (further to his statulory
role) and the Intelligence Services Commissioner {under the Direction).

17)There is (and was at the ime of publication of the SIA BPD Handling
Arrangements in November 2015) aiready an established regime for the
handling of raw intercept data.  Paragraph 10 of the SLA Handling
Arrangements for 3PD (which adopt the definition of BPD in the 2015 Direction)
therefore reflects the intention that the Intelligence Service Commissioner’s
oversight should only extend to data that would not otherwise fall within the
statutory remit of the Interception of Communications Commissioner,

18) The OPEN Handling Arrangements do however recognise the intention that
where an Agency proposes to hold data derived from intercept {for example an
attachment to an emadl) on its analytical syslems (where it holds other BPDs)
and the intention is to use that data for ongoing use/access by Investigaters,
then that bulk dataset should be subject to the BPD Handling Arrangements.
See, for example, paragraphs 258 and 29 of the SIA BPD Handling
Arrangements (of November 2015),

19) This analyws is reinforced by the approach adopted in the Investgatory Powers
Act 2016, where separate regimes govern, on the one hand bulk data acquired
through intesception, equipment inlezference, or communications data acguired
by means of a bulk acquisition warrant {in Part 6}, and on the other hand bulk
personal datasels (in Part 7). Sec section 201(1) of the IPA 206, As an exceplion
to that default position, section 235 of the [PA 2016 expressly provides,
consistently with the current approach (see previous paragraph), for a datasat

s of 11

This rfarnatan B sserpd from disiadase under a3 Fresdon of iaformaticn Acl 2000 and may [e vazest = asariclian under
a0 Uk irfarmation egslslioy. Befer daciosuws repoesis b3 GCHD on 0243 221400 23306, amadl IolepBpea siloov uk



that has been acquired under a wamrant (eg an interception warrant) to be
retained and examined as BFD, if a directon to that cffect is given by the
Secretary of State (with appraval of a Judicial Commissioner).

20) To address the second question, the Claimant’s pleaded case uses the term BPD
synonymously with the way in which that term was used in the March 2015 15C
Report, 25 discussad above. See in particular in this regard paragraphs 3-8 of the
Re-Amended Statement of Grounds. | nete also paragraph @ of the Re-
Amended Statement of Grounds, where the examples of BPDs given by
Clanmant do not include sets of sigint data (raw or otherwise) Accordingly, the
Respondents hove always understood that for the purposes of this litigalion the
term BPD hes the same meaning as that ascribed o it by the ISC and the
Intelligence Services Commiswioner = ie. that it excludes se's of raw data
obtained under RIPA powers.

21)In summary, the Respondents do not accept that a detaset consisting of “ram
siginl data” is either a BPD within the meaning of the 2015 Direction, or a BPD as
that term has so far been used in shis litigation.

Access to BPD/ECD by industry partners at GCHQ premises

22) A large number of contracters (several thousand), who are employed by
industry partners, work on GCHQ premises using GCHQ IT equipment. This
includes GCHQ premises oulside of Cheltenham

23) lo summarise the positon regarding contractors in this situation vis a vis
access to BPD/ BCD:
a) They orly have access to dats.on GCHQ premises and on GCHQ equipment
and GCHOQ retains full control over the data they have access to,

b) They are subject to all the same vetting, training and justification requirements
and auditing as GCHQ employees, some of which is outlined in paragraphs
60-66 of my witness statement dated July 2016

"¢} Most of these contractors do not have any access to databases containing BPD
er BCDD,

d) Those that do (typically between 100-200 individuals) access BPD / BCD only
when necessary for purposes of system maintenance and development.
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24) To describe the position in more detail, any contractor needing o gain acoess to

any datbase will have to apply for an account, putting forwerd a business case,
and complete any relevant training before access is approved and granted, Use
of the databases is monitored and searches of the data must be accompanied by
a necessity and propordonality statement entercd by the user. All industry
pariners and GCHO employees are subject 1o the same governance
arrangements m terms of mandatory training and compliance monitonng.
Everyone must underizke Legalities training, the level of whach iv determined
by the role they have been employed to do. Anyone with access 1o operational
data must complete the relevant modules in the Advanced Mission Lagalities
training. For developers this would routinely include a module on Capability
Development. Inline with GCHO staff, those confractors who complete an
Advanced: Mission Legalities training module are also required (o complete a
monthly handling staternent, the compliance of which is subject to internal
maniloring,

25) For the avoidance of doubt, the paragraphs of my carlier stalement that [ have

guoted above were not wrilten with this tvpe of “shanng™ in mind. As will be
apparent, the Raw Data Release Form is not relevant here.  Mereover, although
the necessity and proportionality requirements would prevent contractors
accessing confidential data in almost all cases, there is no absolute bar en such
access in this situation. It might be necessary for contractors 1o access sensitive
data if, for example, maintenance or develepment work on a part of the system
dedicated to holding material that included sensitive data required the ronning
of test queries that resulted in the retuming of such data.

Remole access to BI'D/BCD by industry partners

26) Contractors employed by industry partners can be given access to GCHQ IT

28)

networks at their own (but GCHQ-accredited) premises. Only veted
individuals with a GCHQ IT acrount can acoess these terminals which have a
redueed functionality compared to those Incated within GCHQ premises,

As with those contractors working within GCHQ premises, only a small
number of individuals will have accounts that enable them to zocess databases
containing BPD and BCD. They access these dalabases purely for the purposes
of system development and maintenance,

All of the safeguards detailed at paragrach [24] apply equally to contractors
working remotely, as do the comments that 1 have made at paragraph [25]
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regarding the non-applicability of the Form and the ability in principle to access
sensitive data.

23} GCHOQ staff have undertaken checks of the records of databases being accessed
remotely by contractors since 2010,

(a) There have been no instances of contractors accessing BCD remately.

{b) Cne database containing BPD has been accessed remotely by a small
number of individuals {fewer than 20) working for industry
pariners. All of these accesses were for the purposes of system
testing and have occurred since 2015 when the databace came into
existence, We cannot demonstrate exactly what data was accessed
on these occasions, However none of the BPDs held on this
particular sysiem were assessed as conlaining sensitive data, so it is
highly uniikely that such data was acoessed.

Transfer by GCHQ of BPD/BCD to industry partners

30) The process fof the transfer of dala to industry partners is described in the
disclosed document [3/4768], which was referred to in Bhatt Murphy's letter of
15 June 2017, This is an intemal policy document that dates from 2011-15, The
document has since been revised but the process remains the same.  The
document describes this process as "sharing sets of raw Sigint data”, In fact the
process and the form are used for sharing 3 range of operational data with
partners, including, for instance, selected items of foreign language material
believed to be of polential intelligence value which may be shared with e.g. SIS
or MI5 for the purposes of translation. Data shared with industry under this
process may be raw Sigint data, or data that has undergone some degres of
processing and/or analysis, and is being shared with industry to enable the
development of e.p, a data visualisation capability. For this reason 1 will use the
term "operational data” which includes, but is not limited to raw Sigint data,

31) GCHOQ shares samples of operational data with industry partners to enable
them to develap systems and techniques that will improve GCHQ's capability
to exploit the data, Samples of data are taken from GCHO systems and
transferred securely, often vin removable media, to industry partners’ own IT
networks, which will have been accredited by GCHQ secreditors and will be
accessed only within GCHQ-accredited premises or accredited areas within
larger premises and by vetted staff,
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32)

)

The process for managing this transfer of operational data to industry partners
is through completion of the Raw Dam Eclease Request Form (Exhibit "GCHOQ
3') which must be submitted by a GCHQ spoaser and approved by the GCHQ
policy team (up until about 2015 limiled Delegated Release autherity was also
granted to specific individuals in the Ressarch team for releases of datz from
their own area. We have no evidence that any approvals were made by Lhis
team). Further details of the form are given in paragraph 14 of the GCHQ
Amended OPEN Witness Statement dated 6 March 2017, which | have quoted
above,

GCHOQ stalf have reviewed all of the Raw Data Release Request Forms since
2010 and I understand that to the best of their knowledge there have been 51
transfers of operational data to mdustry partners during that tme.

{(2) No BPD has been transferred by GCHQ o industry partners in this
period.

(b} As for BCD, in the perlod 2010-11 some samples of operational data
that might have contained some section M4 data were transferred o
an industry partners. The possibility that some BCD datz was
included in the operational data that was transferred arises from the
relevant records, but it 15 not possible to be certain one way or the
other because the sam p'l-es have now been deleted Specifics of hg

th 05 Wi ! t pecorded is nn ation
that BCT) spur EE T m]mﬂ ;g ided or gg]y&cd and mther
the o Ay ¢ enough sample
basad on our ACTOSS @ riod i to be useful) so
it iz possible that it would have included dala frem our section 94
sources. One of the databases that the samples were extracted {from
FD ] d v
contained at [ea dak i er I3 50
we cannot check what proportion of the entire dataset would have
been derived fom a8, As the samples have singes been destroyed at
our_and the partner’s locations we do not have any records of
exactly what they incleded. The data was transferred via an
4 H to riner’ ation
via i fra shanism i

by GCHOQ accreditors,  Except for the possible transfor in 2010-11,
no BCD has been transferred by GCHQ to industry partners in this

period.
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i€} Further details are given in the CLOSED annex.
The University of Bristol

3) Paragraph Bi(d) of the Claimant’s recent skeleton argument reads as follows:

“Oree particainrly importest industry pariner is the Unroersity of Sristol.  Snowder
dectimenls mdieale nal researchers ave grcen access to GCHQ's entire roto unselected
datasets, ecizding miernet usoge, delrphone colls dela, websiles cisited, file frensfers
made on the mlernet ond others. Researchers are also given access to GCHQ's entire
tergeling dalabase (“delrvered | af least owee o day ..."), an exceptimally sensiifoe

difasef

35) The policy of Her Majesty’s Government is that it will neither confirm nor deny
the authentoty of eny of the documents published by Wiklecks, Tam therefore
nol in a position to say anything about the documents to which the Claimant has
referred. What | am able to do is lo address the issue of substance, which is the
nature of the relationship between GCHQ and the University of Bristol, and the

extent to which that relationship involves the sharing of data.

36) GCHQ does have a partnership with the University of Dristol. The partnership
is ramed the Heilbronn Institute for Mathematical Research and maintains a
website at heilbronnacuk. The partnership allows GCHQ to benefit from the
expertise of academic researchers, in various mathematical and computational
ficlds. The researchers split their ime batween GCHQ projects and other work.

37) The researchers” work for GCHQ s done in our premises in Bristol, and under
the control of GCHQ staff who are stationed there. This work is done using
GCHQ 1T which is subject the same auditing and security controls 2s other
GCHOQ IT systems. The researchers are subject to the same vetting and
mandatory training and legal safeguards as other staff. They are, in effoct,
contractors working at our premises. In other words, the “sharing' of data at

Bristol falls into the first of the three categories detailed above,

38) The large majority of the researchers do net have any access to operational data,
Their work focuses on solving mathematical problems and improving analytic

techniques, o there is no need for them to access any operational data. -

39) For those researchers who have access to GCHQ operational data, or have done
50 in the past, the data to which they have access is heavily dreumscribed and
restricted to what they need for their project. None of this data consists of BPD
or BCD, nor has it in the past. These researchers’ projects aim to improve our
analytic tools and techniques using operational data, in a similar way to our use

of industry pariners.
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#0) We acknowledge that the University of Bristol is an important partner, and that

our targeting database is an exceptionally sensitive dataset The rest of
paragraph 84(d) i untrue. Any operational data used by academics in the
partnership at Bristol has been narrowly focused, has remained under our
control, has been subject to full legal safeguards, and has been restricted to our

IT systems.

Commissioner oversight of sharing

41}3—'&&%%{&%1&1& Sir 'L’[ar]_», Jaller and Sir lohn Galdring ivily the

ou and mi igenoe Sepvioes Commiss mer} and also Sir

dﬁhn Fulford m,; pecently ﬁﬂﬂlﬂﬁ‘d Inwestigatory Powers Commissioner)
have been bricfed in general terms about GCEQ's use of indestry in the course
of their inspections of GCHQ. Thetntelisence-Services-Commisstoner Sir Mark
Waller was speaifically briefed jn October 2013 and April 2016 on an aspect of
this work when il resulted in the activities of industry partners beng reflected

explicitly in GCHQ's warrantry arrangements, although, as should be dear from
the foregomng, the overwhelming majority of GCHQ's collaboration with
industry partners does not involve activities requiring suthonsation by warrants.
GCHOY's work with industry pariners was also rajsed with Sir Mark and Sir
lohn at on inspection in October 216 and with Sir Adrian in Ap-il 2007, Further

information relating to these is-parteutas-bricfings is contained in the CLOSED
annax,

42) As far as BPD are concerned, industry access has been limited to access at

GCHQ premises or remole access to data held in GCHQ repesitones, The audit
processes for these accesses are the same as the audit processes for access by
GCHOQ staff There would therefore have been no additionsl oversight activity
required as a result of the 2015 Direction over and above the Commissioner's
oversight of GCHQ's use of BPD,

tem Truth

I believe that the facts stated in this Ameaded wilness statement are true,
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